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In the April Payments
This month, Payments looks at payments fraud, an ever-growing threat. Our
lead story examines the growth of payments fraud in 2009, and offers some
tips on how to avoid becoming a victim. For this month’s Q&A, Bill Nelson,
head of the FS-ISAC, talks about a payments fraud exercise for corporates
that the information-sharing group organized over three days in early
February. Many AFP members participated in the exercise, and should
receive best-practice recommendations later this month. Also, Michael Griffith,
AFP’s legislative analyst, writes an update on cybersecurity legislation.

Cyber Fraud Threat Ever-Growing
Jonathan Starkey
ÀÊVÞLiÀÊvÀ>Õ`ÃÌiÀÃ]ÊÓääÊÜ>ÃÊ>ÊL>iÀÊÞi>À°Ê>ÃÌÊÞi>À]ÊÌ iÊÌiÀiÌÊ ÀiÊ «>ÌÊ
iÌiÀp>Ê«>ÀÌiÀÃ «ÊvÊÌ iÊ Ê>`ÊÌ iÊ >Ì>Ê7 ÌiÊ >ÀÊ ÀiÊ iÌiÀpÀiViÛi`Ê
nearly 337,000 Internet fraud complaints, a 22 percent increase over 2008, the center said
in its annual report. The dollar amount loss from the complaints forwarded to local law
enforcement agencies was $559.7 million, an increase of more than 100 percent from the
$246.6 million loss reported in 2008.
>ÃÊÕÃ}ÊÌ iÊ ½ÃÊ>iÊÜiÀiÊ>}ÊÌ iÊÃÌÊ««Õ>ÀÊ«ÞÃÊÌ >ÌÊVÞLiÀÊÃV>Ê>ÀÌÃÌÃÊ
ÕÃi`°Ê Ài`ÌÊV>À`ÊvÀ>Õ`Ê>`Ê`iÌÌÞÊÌ>iÛiÀÃÊÜiÀiÊ>}ÊÌ iÊÃÌÊ«ÀwVÊÃV iiÃ°Ê

“From a wire standpoint, you don’t have significant enough volume.
That makes it harder to detect.”

Problem Solved

Tracking Deposits
Stephanie Boylan, CTP
As a national telecommunications retailer,
T-Mobile relies on an expanding network of
retail outlets throughout the U.S. to sell its
products. In 2007 there were concerns that
we may have been experiencing higher than
normal variances with our store cash deposits.
These “over” and “shorts” could, in some measure, be attributed to theft. However, a larger
percentage also could be blamed on inaccurate
deposit reporting by banks and couriers.
We realized the problem would only grow
as T-Mobile expanded beyond its current
1,500 outlets. T-Mobile’s treasury department sought a solution which:
UÊ Õ`ÊÌÀ>VÊ`i«ÃÌÃÊvÀÊÌ iÊÃÌÀiÃÊÌÊ
the bank
UÊ 7>ÃÊ7iLL>Ãi`ÊÃÊÌ >ÌÊ>>}iÀÃÊ
could input information directly,
improving accuracy
UÊ `ÊÌÊii`Ê/ÊÃÕ««ÀÌ
UÊ 7Õ`ÊÃÌÀi}Ì iÊÌiÀ>ÊÌÀ}
UÊ Õ`Êi>ÃÞÊLiÊ«iiÌi`Ê>`ÊÀi`Ê
out nationally.

ÃÊ>ÃÌÊÌ ]ÊÌ iÊ ÊÃÃÕi`Ê>Ê>iÀÌÊÌÊLÕÃiÃÃiÃ]ÊÜ>À}ÊvÊVÀi>Ãi`ÊV`iÌÃÊvÊ
 Ê>`ÊÜÀiÊvÀ>Õ`°Ê-ViÊÓää]ÊÃÕV Ê>iÀÌÃÊ >ÛiÊLiViÊV«>ViÊ>ÃÊvÀ>Õ`ÃÌiÀÃÊ >ÛiÊ
targeted the online banking credentials of vulnerable businesses.
“In 2009, it started really ramping up,” said Mike Thomas, a partner in the risk consulting
}ÀÕ«ÊvÊVÃÕÌ>VÞÊ ÀÜiÊÀÜ>Ì ]ÊÃ>`ÊvÊÌ iÊVÞLiÀÊvÀ>Õ`ÊÌ Ài>Ì°ÊºÃÌÊL>ÃÊ>ÀiÊÞÊ
becoming attuned to it only in the last six months to a year.”
>ÃÊ>ÀiÊÕÃ}ÊÃÕV ÊiÌ `ÃÊ>ÃÊ`Õ>Ê>ÕÌ iÌV>ÌÊ>`ÊÌiÊÌiV }ÞÊÌÊÜ>À`ÊvvÊ
attackers, but many businesses remain at risk of attack. Here is how the attacks occur:
An employee will open a fraudulent e-mail, perhaps purporting to come from the com«>Þ½ÃÊw>V>ÊÃÌÌÕÌ]Ê>`ÊVVÊÊ>Ê]ÊÀÊ«iÊ>Ê>ÌÌ>V iÌÊÌÊÌ iÊiÃÃ>}i°Ê/ iÊ

Finding a solution
In 2007, T-Mobile’s Director of Treasury, Monica Zaborac, CCM, and Retail
Treasury Manager Jonathon Saunders
>ÌÌi`i`ÊÌ iÊ*ÊÕ>Ê viÀiViÊ>`Ê
found International Financial Services (IFS)
of Westminster, Md. IFS offered a WebL>Ãi`ÊÌ]Ê i«ÃÌÊ/À>V}Ê-ÞÃÌiÊ /-®),
which enables sellers to follow deposits from

Continued on page 2
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Cyber Fraud Threat Ever-Growing continued
attachment or linked Web site is armed with malicious software that will install itself on the
employee’s computer. Often, that software will log the employee’s key strokes, eventually obtaining valuable information such as online banking passwords. Money is then be funneled
ÕÌÊÕÃ}ÊvÀ>Õ`ÕiÌÊ ÊÌÀ>Ã>VÌÃÊ>`ÊÜÀiÃÊ>`ÊÌ iÊi«Þii½ÃÊvÀ>Ì°Ê Ý«iÀÌÃÊ
say small and medium-sized businesses, those without complex security walls in place at
very large organizations, are at the highest risk.
7iÃÊ7 i]Ê>ÊvÀ>Õ`Ê>>ÞÃÌÊ>ÌÊ ÃÌL>Ãi`ÊÌiÊ}ÀÕ«]ÊÃ>`ÊÜÀiÊvÀ>Õ`ÊV>ÊLiÊÃÌÊ
tricky to track, because generally there is not as thorough a history on wire account activity
>ÃÊÌ iÀiÊÃÊÊ>Ê`iLÌÊ>VVÕÌÊÀÊ ÊÌÀ>Ã>VÌÃ°Ê
“The normal use of a debit card, that frequency allows us to distinguish what’s good from
Ü >Ì½ÃÊL>`pvÀÊ>ÊÜÀiÊÃÌ>`«Ì]ÊÞÕÊ`½ÌÊ >ÛiÊÃ}wV>ÌÊiÕ} ÊÛÕi°Ê/ >ÌÊ>iÃÊ
ÌÊ >À`iÀÊÌÊ`iÌiVÌ]»ÊÃ>`Ê7 i]ÊÜ Ê >ÃÊÌ>Õ} ÌÊ>`Û>Vi`ÊvÀ>Õ`Ê>>ÞÃÃÊ>ÌÊ1ÌV>Ê i}i°Ê
Wilhelm said the frequency of a particular transaction, how many times a company made
a payment to a particular merchant, and the amount of money in a transaction are factors
used to build “predictive models” meant to weed out fraudulent payments.
Tips to fight payments fraud
ÕÃiÃÃiÃÊV>ÊÌ>iÊÃiÛiÀ>ÊÃÌi«ÃÊÌÊÀi`ÕViÊÀÃÊvÊLi}Ê>ÊÛVÌÊvÊ>ÊvÀ>Õ`Ê«>ÞiÌÃÊ
ÃV ii°Ê7 i]Ê/ >ÃÊ>`ÊÌ iÊ ÊÊÌÃÊ>Õ>ÊÀi«ÀÌ®ÊÃÕ}}iÃÌÊÌ >ÌÊ>ÊLÕÃiÃÃiÃÊÌ>iÊ
these precautionary measures:
UÊ iÛiÀÊÊÌÊÞÕÀÊL>½ÃÊ7iLÊÃÌi. Always type the address into the browser.
UÊ i`>ÌiÞÊÀi«ÀÌÊÃÕÃ«VÕÃÊ>VÌÛÌÞ in your accounts.
UÊ iÊÃÕÃ«VÕÃÊvÊi>ÃÊÌ >ÌÊV>ÊÌÊViÊvÀÊÞÕÀÊL>. Financial institutions
should not use e-mail to ask you to verify information
UÊ ÜÊiÝ>VÌÞÊÜ >ÌÊÞÕÀÊL>½ÃÊ7iLÊÃÌiÊÃÊi and what questions are asked
to verify your identity. Some cyber attacks will change the login page, allowing the attacker to see your answers to security questions.
UÊ i`V>ÌiÊ>ÊÃ}iÊV«ÕÌiÀÊvÀÊiÊL>}Ê>VViÃÃ. The fewer computers that have
important information, the less likely it is that the information will be compromised.
UÊ Ã`iÀÊLV}Ê«Õ}ÃÊ>`Ê««Õ«Ã on computers used for online banking.
UÊ 1ÃiÊ`Õ>Ê>ÕÌ iÌV>ÌÊ>`ÊÌiÊÌiV }Þ, so even if your password is compromised, attackers cannot access your accounts.
UÊ >iÊÃÕÀiÊÞÕÀÊL>iÀÃÊÜÊÜ >ÌÊÀ>Ê>VÌÛÌÞÊÊÞÕÀÊ>VVÕÌÊÃÊi, so
they can more easily spot suspicious activity. S

Coming Up in Payments
Thanks for reading this month’s issue on payments fraud. Over the next
few months, we are planning stories on payroll cards—including corporate
treasury professionals working to implement paperless payrolls—and
how the latest treasury workstation technology can streamline payments
processes. Later this summer, Payments looks at check float.
Please feel free anytime to pass along payments coverage ideas,
compliments or criticisms to Ira Apfel, AFP’s Editorial Manager,
at iapfel@afponline.org. As always, your input is invaluable.
For advertising opportunities, contact our sales team at 301. 961-8826.
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Problem Solved
Tracking Debts continued
the stores where they are prepared, to the
pickup by armored couriers, arrival at the
bank and posting into their account.
/ iÊ /-ÊÃÞÃÌiÊiÃÌ>LÃ iÃÊÕµÕiÊ}ÃÊ
for each store and allows area or headquarters managers to access information instantly,
indicating whether critical activities have
been completed for each store (like whether
a deposit has been created, courier has
picked up a daily deposit on time, bank adÕÃÌiÌÃ]ÊÛiÀÉÃ ÀÌÃ]ÊiÌV®°Ê/ iÊ /-ÊÃÞÃÌiÊ
also provides an exception management tool
so that when issues occur, automated alerts
and reports notify store managers and other
key personnel of these problems. All issues
can then be collaboratively managed and
worked through to resolution.
After reviewing IFS’s tool, we believed
/-ÊÜÕ`Ê`iVÀi>ÃiÊÌ iÊÛiÀÉÃ ÀÌÊÛ>À>ViÃÊ
T-Mobile was experiencing.
Planning the Implementation
To ensure a smooth roll-out, we enlisted
the Retail Operations, Loss Prevention
and Sales Audit functional groups. Retail
Operations was critical because it serves as
the conduit for all communications from
À«À>ÌiÊÌÊÌ iÊwi`°Ê7iÊ>ÃÊÜ>Ìi`ÊÌ iÊ
>ÀiÌÊ>>}iÀÃÊ>`Ê ÛÃÊ ÀiVÌÀÃÊÌÊ
help win over the store managers.) Loss PreÛiÌÊÜÕ`ÊLiiwÌÊLiV>ÕÃiÊ /-ÊÜÕ`Ê
reduce the over/short variances as well as the
number of incident reports. Sales Audit was
included because the tool would allow it to
determine more easily (and quickly) when

deposits had not been made and to clean up
the exception items list generated by their
reconciliation product.
Fortunately, many of the larger banks
>Ài>`ÞÊÕÃiÊ /-°Ê/ ÕÃ]ÊÌ iÊÌi}À>ÌÊvÊ
these partners was relatively straightforward.
Our initial pilot included a handful of stores
across multiple banking partners in 2008.
We expanded to 29 stores in early 2009 and
started a system wide rollout in March that
was completed in June 2009.
7Ì Ê /-ÊÊ«>Vi]ÊÜiÊÃ>ÜÊ«ÀiÃÃÛiÊ
year-over-year (YOY) results when compar}ÊÕÞ iViLiÀÊÓäänÊÌÊÕÞ iViLiÀÊ
2009. Losses due to cash shortages had
`À««i`Ê>Ê>ÛiÀ>}iÊvÊÈÎÊ«iÀViÌp`iÃ«ÌiÊ
simultaneously adding 37 percent more
stores over that same period. Improved
ÌÀ}ÊLÀÕ} ÌÊÕÃÊÌ iÀÊLiiwÌÃ]ÊÌ]Ê
like the ability to track armored car pickups.
As noted, we initially used only the largest
L>ÃÊ>Ài>`ÞÊÃiÌÊÕ«ÊÜÌ Ê /-®. We believed
it might not be time/cost effective to integrate
the smaller institutions which hold 6 percent
of our total store deposits. However, we now

expect to bring 79 percent these other banks
onboard this year. Additionally, on January
20, 2010, T-Mobile and IFS integrated new
system functionality allowing Point-of-Sale
information to be directly uploaded into
/-®, eliminating manual entry and further
reducing variances.
Final advice
Unquestionably, T-Mobile’s savings,
through a decrease in over/short variances,
have been substantial. As noted, most large
banks use the system, but retailers that wish
to adopt it should double-check with their
partners to determine if all of the vaults
being used (including those outsourced)
support it. T-Mobile ended up moving over
350 stores to different core banks that had
>Ài>`ÞÊÌi}À>Ìi`Ê /-°ÊÜiÛiÀ]ÊLiV>ÕÃiÊvÊ
the effectiveness of this new tool, we expect
even more of the smaller banks to adopt the
system as they learn more about it. S
Stephanie Boylan, CTP, is Treasury Manager—
Retail for T-Mobile.

Solved a Problem? Tell Payments
If your corporate treasury team solved a payments- or
risk-related problem and would like to pass on your advice
and lessons learned to your peers, feel free to contact
Ira Apfel, AFP Editorial Manager, at iapfel@afponline.org
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Peer to Peer

Your Colleagues Discuss
Check Hold Times
Ira Apfel
Recently on AFP’s discussion board corporate treasury and finance
professionals discussed the challenge of check hold times:
“Our company is reviewing our policy on hold times we establish
vÀÊV iVÊ`i«ÃÌÃ°ÊÊÜ>Ìi`ÊÌÊÃiiÊÜ >ÌÊÌ iÀÊwÀÃÊ>ÀiÊÕÃ}Ê
as guidelines?”
—Anonymous
“Two factors that are important to our position are the fact that we
use remote deposit capture and the availability schedule we have
ÜÌ ÊÕÀÊVÀÀiÃ«`iÌ°Ê7Ì Ê, ]ÊÃ>iÊ`>ÞÊ>Û>>LÌÞ]ÊiÛiÊ
on large checks, is not unheard of, particularly with regional, or
national, banks. If you deposit the image early enough, the bank can
sweep the image and process it through to the paying bank in a very
short period of time. That does not mean that you will receive ledger
credit or availability for it, however.
“That’s where your availability schedule comes into play. If your
agreement with your bank is 80/20 where you receive 80 percent
of deposited funds next day, and the remaining 20 percent on the
second day, your hold period should be two days because you will
have received full value in that time. If your availability schedule is
different, then that’s what you should consider.
ºvÊÞÕÊ`½ÌÊÕÃiÊ, ]ÊÌ½ÃÊ>Ê`vviÀiÌÊÃÌÀÞ°»
—Fred Butterfield, CTP, AAP, Treasury Manager, Trust Company of America
º9iÃ]ÊÜiÊ`ÊÕÃiÊ, Ê>`ÊÀiViÛiÊiÝÌÊ`>ÞÊVÀi`Ì]ÊLÕÌÊÜ >ÌÊ `ÊÌiÃÊ
do you place on the client’s account? Receiving credit isn’t the same as
the check actually clearing, so do you distinguish between what your
company can negotiate with banks and what availability the clients
ÀiViÛi¶ÊÞÊV«>ÞÊÃÊÊÌ iÊw>V>ÊÃiÀÛViÃÊLÀiÀ`i>iÀÊLÕÃiÃÃ]Ê
so our clients deposits a check and then buys securities.”
—Anonymous

“One of our principal business units involves trading, so I know
exactly what you are speaking about. We have the same situation
where a client deposits a check and wants to trade the same day. I
>ÛiÊ >`ÊÃiÛiÀ>Ê`ÃVÕÃÃÃÊÜÌ ÊÌ iÊ«iÀ>ÌÃÊ}ÀÕ«ÊÌÊ`iwiÊ
the situation and to help them set their service levels.
“We do not make multiple deposits during the day. Our system alÜÃÊÕÃÊÌÊµÕiÕiÊÌÀ>Ã>VÌÃ°Ê"iÊvÊÌ iÊwÀÃÌÊÌ }ÃÊÜiÊ``ÊÜ>ÃÊÃiÌÊÕÀÊ
deposit ‘time’ later in the afternoon so that funds from that days’ deposit
were not available in the client account for trading purposes that day.
“Another thing we did was to establish dollar amounts for deposits,
as they relate to trading. In other words, if a client really wants to trade
on a $1MM deposit, that deposit is made by wire transfer, not by check.
“An additional piece of the picture is related to returned items.
If a client deposits a check that is returned for any reason, and the
vÕ`ÃÊ >ÛiÊLiiÊÌÀ>`i`]ÊÌ iÊViÌÊÃÊÌwi`Ê>`Ê >ÃÊ>ÊÛiÀÞÊ>ÀÀÜÊ
window to replace the funds with a wire transfer. If the funds are
not replaced within that time frame, the trades are unwound and
the client is responsible for any market losses there might be, which
have to be taken care of before another trade can take place.
“All of this is subject to management override when necessary.”
—Fred Butterfield
“Fred’s comment about returned items hits the nail on the head. There
is a limit on the amount of time that a paying bank has to return a
check and your bank needs a processing window to notify you. I
would investigate this limit and time frame to make the policy.”
—Linda Rodezno, CTP
“We receive checks for purchases into mutual funds, similar to
the business Fred described. Our version of a ‘hold’ on money
received by check for a purchase into a mutual fund is that we do
not allow a withdrawal from the mutual fund for 10 days after the
purchase. That, at least, normally prevents someone from making
the purchase, bouncing their check and also making a mutual fund
withdrawal in quick order.
“This is all spelled out carefully in the fund prospectus.”
—Nolan North, CTP, Consultant, T. Rowe Price Associates S

Remote Deposit Capture Summit 2010
September 29 – 30, 2010 | Orlando, Florida
www.RDCSummit.com
RDC is helping businesses of all sizes:
(  $! % "
( #&!!
(" #"""
Management
(! !"!"'

Explore how Remote Deposit Capture
is going mainstream and impacting
organizations everywhere. Join us at
the Omni Orlando ChampionsGate, a
4-Diamond Hotel & Golf resort.

RemoteDepositCapture.com is the leading Information, Products and Services portal in the RDC and Payments Industry.
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Q&A

Payments Fraud Drill Reveals Weaknesses
Jonathan Starkey
"ÛiÀÊÌ ÀiiÊ`>ÞÃÊÊi>ÀÞÊiLÀÕ>ÀÞ]Ê>Õv>VÌÕÀiÀÃ]ÊÀiÌ>iÀÃ]Êw>V>Ê
institutions and card processers participated in an exercise designed
ÌÊiÝ«ÃiÊÜi>iÃÃiÃÊÊÌ iÀÊ«>ÞiÌÃÊ«ÀViÃÃiÃ°Ê/ iÊ ÞLiÀÊÌÌ>VÊ
>}>ÃÌÊ*>ÞiÌÃÊ*ÀViÃÃiÃÊ **®]Ê>ÃÊÌ iÊiÝiÀVÃiÊÜ>ÃÊV>i`]ÊL>ÃÌi`Ê
i>ÀÞÊnääÊ«>ÀÌV«>Ì}ÊÀ}>â>ÌÃp>`ÊÌ iÊÃÕ««ÀÌÊ>`Ê«>ÀÌVpation from AFP and several members.
Ê iÃ]ÊiÝiVÕÌÛiÊ`ÀiVÌÀÊvÊÌ iÊ>V>Ê-iÀÛViÃÊvÀ>ÌÊ- >À}Ê>`Ê>ÞÃÃÊ iÌiÀÊ-- ®]ÊÌ iÊ}ÀÕ«ÊÌ >ÌÊÀ}>âi`Ê
**]ÊÜÊ`ÃVÕÃÃÊÌ iÊw`}ÃÊvÊÌ iÊiÝiÀVÃiÊ>ÌÊ*½ÃÊ/Ài>ÃÕÀÞÊ
>>}iiÌÊÀÕÊ>ÌiÀÊÌ ÃÊÌ °Ê iÃÊÃ«iÊÜÌ Ê*Ê
recently about the exercise and payments fraud.
*\Ê7Õ`ÊÞÕÊiÝ«>ÊiLÀÕ>ÀÞ½ÃÊiÝiÀVÃi¶
iÃ\Ê7iÊÀi>ÞÊÜ>Ìi`ÊÌÊÌiÃÌÊÌ iÊ>LÌÞÊvÊ>Ê`vviÀiÌÊÌÞ«iÃÊ
vÊ«>ÀÌiÃ]Êw>V>ÊÃÌÌÕÌÃ]ÊV>À`Ê«ÀViÃÃÀÃ]Ê>ÃÊLÕÃiÃÃiÃÊ>`Ê
retailers, to respond to major cyber attacks against their payments
processes. We wanted to raise awareness about the different types of
attacks that are out there. In turn, after the exercise, make recommendations to improve the processes. Information sharing is our middle
name. We really want to get people aware of the fact they need to
share information. We had daily scenarios and questions each day and
everything built on each other. For the businesses that participated,
Ì iÊÃVi>ÀÃÊÜiÀiÊÕµÕiÊÌÊÌ i°Ê ÕÌÊÜiÊ``Ê >ÛiÊ>ÊÃ«i>À« Ã }]Ê
Trojan account takeover scenario. We did also have a massive data
LÀi>V ÊvÊ>ÊwVÌ>ÊV«>ÞÊÌ >ÌÊ >`Ê>ÊÌÊvÊV iV}Ê>VVÕÌÊ
`>Ì>]ÊL>ÃV>ÞÊ£ÓäÊÊÀiVÀ`Ã°ÊÌÊÜ>ÃÊ>ÊwVÌ>ÊLÕÌÊÜiÊÜ>Ìi`Ê
to test that and see what the impact was. Everybody agreed that the
impact was really bad. There seems to be some differences in perception between banks and businesses and maybe what some of the best
remediation efforts are, or what banks think their business customers
may be willing to swallow. Surprisingly, we got some pretty interesting
data on what measures corporate customers are willing to take so they
don’t have losses.
*\ÊÜÊ`ÊÞÕÊÌ ÊÌÊÜiÌ¶Ê
iÃ\Ê>ÞÊvÊÌ iÊÀ}>â>ÌÃÊÜiÊÌ>i`ÊÌÊ >`ÊÛ>ÀÕÃÊÌi>ÃÊÊ
their organizations working on this. Some of them had as many as 20
or 30 people. In the post exercise, there was a lot of interest in doing
this again and suggestions for improvements. Everybody that participates gets the full report of everything that happened, all of the four
different communities that were attacked, or pretended to be attacked,
with lessons learned and recommendations for risk remediation steps.
We’ll have summary data and we’ll have an executive summary. Postexercise, we want to continue the educational effort. There are some
Ài>Ê}iÃÊÊÌ iÀi]ÊÊÌiÀÃÊvÊÌ }ÃÊÜi½ÀiÊÃÌ>ÀÌ}ÊÌÊw`°Ê
Continued on page 6
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*\Ê7 ÞÊÜÊvÀÊÌ ÃÊiÝiÀVÃi¶Ê
iÃ\Ê7iÊ >`ÊÌ iÊ>VVÕÌÊÌ>iÛiÀÊ>ÌÌ>VÃÊÌ >ÌÊÌ iÊ ÊLÀÕ} ÌÊ
us into back in August. There were so many businesses; this is a real
problem. We’ve just seen more and more cyber fraud. It just seemed
>««À«À>ÌiÊÌ >ÌÊÜiÊÃ Õ`Ê`Ê>ÊiÝiÀVÃi°Ê7iÊÃÕ««ÀÌi`ÊÌ iÊ i«>ÀÌment of Homeland Security in a number of their exercises. We’ve
ÃÕ««ÀÌi`ÊÌ iÀÊiÝiÀVÃiÃÊÜÌ ÊÕÌÊÃiVÌÀ]Êw>V>ÊÃiÀÛViÃ°ÊÌÊÕÃÌÊ
seemed like a logical thing to do our own. It was a good well rounded
group of people that came up with some scenarios.

Working capital with
more power to grow.

*\ÊÌÊÃiiÃÊÌ >Ì]ÊiÛiÀÞÊVÕ«iÊÜiiÃ]ÊÀiÊÜ>À}ÃÊ>ÀiÊV}Ê>LÕÌÊVÞLiÀÊvÀ>Õ`°ÊÜÊÕV ÊÀiÊÀ>«>ÌÊÃÊÌ iÊÌ Ài>ÌÊ
Ì iÃiÊ`>ÞÃ¶
iÃ\ÊÌ½ÃÊ>ÊÛiÀÞÊ«iÀÃÃÌiÌÊ>`Ê>}}ÀiÃÃÛiÊÌ Ài>Ì°ÊÌ½ÃÊÌÊ`Ã ing. You have to almost raise the bar in your defense strategy, as a com«>Þ]Ê>ÃÊ>Êw>V>ÊÃÌÌÕÌ]ÊÌÊ«ÀÌiVÌÊÞÕÀÊVÕÃÌiÀÃ]Ê>`ÊÊÌ Ê
this helps emphasize the need for more radical draconian methods to
stop these attacks from being successful. If they’re getting more aggressive and persistent, we had to raise the bar in our defenses. The banks
do, as well as the businesses.
*\ÊÀiÊÞÕÊÃÌÊÃii}ÊLÕÃiÃÃiÃÊÀÊL>ÃÊÌ >ÌÊ>ÀiÊÕÜ}ÊÀÊ
iÃÌ>ÌÊÌÊÃ >ÀiÊvÀ>ÌÊÜÌ ÊÌ iÀÃ¶Ê
iÃ\Ê-iÌiÃÊÌ½ÃÊÌÊÕÜ}iÃÃÆÊÌ½ÃÊÕÃÌÊÌÊ«>ÀÌÊvÊÞÕÀÊ
culture. It can’t be an afterthought, as part of our incident response
procedures. The people that are sharing information, our member
w>V>ÊÃÌÌÕÌÃÊÌ >ÌÊ>ÀiÊ`}ÊÌÊ>ÊÌ]ÊÜi½ÀiÊÃii}Ê>ÊÌÊÀiÊ
information sharing than we’ve ever seen. Should everybody be doing
it? Yes. Are we probably seeing most of it with members that are active? Yes we probably are. I think what we’re getting is pretty good but
it could be better. And the government is doing more sharing. I think
we’re going to see more of that. S

News

Fed Announces Gift Card Rules
iÜÊi`Ê,iÃiÀÛiÊ >À`ÊÀÕiÃÊÌ}ÊviiÃÊÊ}vÌÊV>À`Ã]Ê>`ÊiÝ«À>ÌÊ
dates, will take effect this August. The new rules prohibit issuers from
charging dormancy, inactivity and service fees on cards unless:
£°Ê/ iÊVÕÃÌiÀÊ >ÃÊÌÊÕÃi`ÊÌ iÊViÀÌwV>ÌiÊÀÊV>À`ÊvÀÊ>ÌÊi>ÃÌÊ>ÊÞi>À
Ó°Ê ÊÀiÊÌ >ÊiÊÃÕV ÊviiÊÃÊV >À}i`Ê«iÀÊÌ
3. The consumer is given clear and conspicuous disclosures about the fees.
>À`ÃÊV>ÌÊiÝ«ÀiÊÕ`iÀÊÌ iÊiÜÊÀÕiÃÊvÀÊ>ÌÊi>ÃÌÊwÛiÊÞi>ÀÃÊ>vÌiÀÊ
Ì iÊV>À`ÊÃÊÃÃÕi`]ÊÀÊwÛiÊÞi>ÀÃÊ>vÌiÀÊVÕÃÌiÀÃÊ>ÃÌÊ>`i`ÊiÞÊÌÊ
their card, the Fed said.
The rules cover retail gift cards to be used at a particular store (or
stores) and gift cards branded by a particular network, such as Visa,
which can be used anywhere that brand of card is accepted. S
Continued on page 7
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Wells Fargo and Visa Team
on Text Alerts

vÀÊ7iÃÊ>À}Ê >À`Ê-iÀÛViÃÊ>`Ê ÃÕiÀÊ
Lending. “We piloted Rapid Alerts in 2009
and received an overwhelming positive reWells Fargo and Visa are collaborating to
sponse from participants who said text alerts
provide customers with text alerts of potential
were an invaluable tool for monitoring their
vÀ>Õ`°Ê6Ã>½ÃÊ6Ã> iÌÊ«ÀViÃÃ}ÊiÌÜÀÊÜÊ
accounts. We want to help our customers
send out the alerts on behalf of Wells Fargo
ÃÕVVii`Êw>V>Þ]Ê>`ÊÌ ÃÊÃÊÕÃÌÊiÊÀiÊ
when a transaction meets certain criteria setool to help them get there.”
lected by the bank’s card customers. The alerts
Alerts will include the time and date of the
will be sent within seconds of transactions.
transaction, as well as the amount, currency
According to Wells Fargo and Visa, the
conversion and merchant information. The
criteria a customer may select include:
alerts won’t just help identify fraudulent transacUÊ /À>Ã>VÌÃÊÌ >ÌÊiÝVii`Ê>Ê`>ÀÊ>ÕÌÊ tions. They should also help customers mandate
chosen by the cardholder
and track spending, Wells Fargo and Visa say.
UÊ /À>Ã>VÌÃÊÌ>Ìi`ÊÌiÀ>Ì>ÞÊ
“Visa is empowering cardholders to take
UÊ >À`Ì«ÀiÃiÌÊÌÀ>Ã>VÌÃ]ÊÃÕV Ê>ÃÊ
an active role in managing and protecting
purchases made online or by telephone
Ì iÀÊ6Ã>Ê>VVÕÌÃ]»ÊÃ>`ÊÊV >ÀÌ Þ]Ê
UÊ >Ã ÊÜÌ `À>Ü>ÃÊvÀÊ>Ê/Ê>V iÊ global head of products at Visa Inc. “Visa’s
UÊ iVi`ÊÌÀ>Ã>VÌÃÊ
ability to analyze transactions ‘in-flight’
UÊ >ÃiÊÌÀ>Ã>VÌÃ°
enables us to provide our cardholders with
“We believe Rapid Alerts will give custom- near real-time transaction alerts. Participaters added peace of mind that they will be
ing Visa cardholders can typically receive
Ìwi`Ê>ÃÌÊi`>ÌiÞÊÜ iÊÌÀ>Ã>Valerts before they walk out of the store,
tions occur,” said Peter Ho, product manager rather than hours or even days later.”

Visit rapidalerts.wellsfargo.com to
learn more. S

CHIPS Turns 40
*-]ÊÌ iÊÜÀiÊÌÀ>ÃviÀÊiÌÜÀÊ«iÀ>Ìi`ÊLÞÊ
/ iÊ i>À}ÊÕÃi]ÊÌÕÀi`Ê{äÊÊ«ÀÊÈ°Ê/ iÊ
network started with nine participants trading payments no larger than $10,000. Today,
*ÃÊ«ÀViÃÃiÃÊÎxä]äääÊ«>ÞiÌÃÊ`>Þ]Ê
Û>Õ}Êf£°xÊÌÀ]ÊvÀÊ{nÊw>V>ÊÃÌÌÕtions in 22 countries, including 95 percent of
all international U.S. dollar clearing.
º-ViÊÌÊÜiÌÊÛiÊÊ«ÀÊÈ]Ê£Çä]Ê *-Ê
has dramatically changed the landscape of
payments systems and has become a critical
part of the global economic infrastructure,”
said Rossana Salaris, senior vice president for
«>ÞiÌÃÊ«À`ÕVÌÃÊ>ÌÊ/ iÊ i>À}ÊÕÃi°
ÃVÕÃÃÃÊ>LÕÌÊVÀi>Ì}Ê *-Ê`>ÌiÊÌÊ
1966, when a successful payment automation study ultimately led to the creation
vÊÌ iÊ i>À}ÊÕÃiÊÌiÀL>Ê*>ÞiÌÊ
-ÞÃÌiÊ *-®°ÊÊS

Too much inefficiency
in your current cash
management
system?
Make the most of the
money you make.
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B2B AP Best Practices
Matthew Dragiff
Although cyber fraud is on the rise (see page
1), the 2009 AFP Payments Fraud and Control
Survey revealed that over 90 percent of
responding organizations were victims of oldfashioned check fraud. Almost 50 percent of
Ì ÃiÊÀ}>â>ÌÃÊÃÕvviÀi`Ê>Êw>V>ÊÃÃÊ
from check fraud.
iÃ«ÌiÊÌ iÊÃLiÀ}ÊÕLiÀÃ]Ê>ÞÊ
À}>â>ÌÃÊÃÌÊÃÃÕiÊV iVÃÊvÀÊ Ó Ê
payments. This time-consuming, inefwViÌÊ«À>VÌViÊLiViÃÊÀiÊiÝ«iÃÛiÊ
as the costs of postage, paper and supplies
continue to rise. When combined with the
w>V>ÊÃÃÊvÀÊV iVÊvÀ>Õ`]ÊÌ iÀiÊÃÊ>Ê
compelling business case to accelerate the
migration to electronic payments.
With the massive effort that goes into
issuing checks, many companies need to be
reminded that the function is not core to
their business. It is something that can be
ÕÌÃÕÀVi`°Ê iÃÌÊ«À>VÌViÊÕÌÃÕÀVi`Ê«>Þment solutions offer features that can reduce
risk from check fraud while providing a
comprehensive integrated solution for check
printing and delivery, and could help remove
the traditional barriers that have blocked
electronic payment adoption.
Best practices
Here are some industry best practices for
ivwViÌÊ*Ê«ÀViÃÃ}Ê>`ÊvÀ>Õ`ÊÀi`ÕVÌ\
iÌÀ>âi`Ê*Ê«ÀViÃÃ}ÊiÃÕÀiÃÊÌ >ÌÊ
all of an enterprise’s outgoing payments are
transmitted through the same system. This
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provides increased transparency, a common workflow-controlled release process,
Ã«wi`Ê>Õ`Ì}Ê>`ÊV«>Vi]Ê>`Ê>Ê
reduction in bank connectivity requirements.
A best practice outsourced solution can
vÕVÌÊ>ÃÊ>Ê À«À>ÌiÊ*>ÞiÌÊ/À>Ã>VÌÊ
Platform that allows organizations to centralize payment execution and integrate payment
processing for all payment methods–check,
 ]ÊÜÀiÊ>`ÊV>À`°
With centralized payment execution
comes the ability to consistently implement
fraud prevention best practices including
multiple levels of approval, segregation of
duties, check stock inventory management
>`Ê«>ÞiÌÊ>>ÞÃÃ°Ê w}ÕÀ>LiÊÃiVÕÀÌÞÊ
controls can be used to restrict access levels
vÊÃ«iVwVÊÕÃiÀÃÊÜÌ ÊÌ iÊ«>ÞiÌÃÊ>««cation. One user may be allowed to submit
>Ê«>ÞiÌÊwiÊvÀÊ«ÀViÃÃ}ÊÜ iÊ>Ì iÀÊ
is required to review and approve payments
before releasing them for processing. This is
especially helpful for organizations without
an ERP system that provides AP approval
workflow. While some companies may utilize
their bank’s proprietary Web portal for multilevel approval, this becomes cumbersome
with multiple banking relationships because
employees will be required to login to multiple systems. With one system employees
have one centralized Web portal for payment
review and release.
Reducing check fraud
Minimizing check handling reduces the
opportunities for fraud. Outsourcing check
printing helps by eliminating employee
access to check stock and check handling

between printing and mailing. This dramatically reduces the opportunities for employees to steal and alter an outgoing check to a
vendor, to steal blank company checks, or to
steal and misuse obsolete check stock.
iÌÀ>â}ÊL>ÊViVÌÛÌÞÊÌ ÀÕ} Ê>Ê
outsourced solution eliminates the need for
the IT organization to develop the data feeds
necessary to take advantage of bank services
such as positive pay or payee positive pay.
These services are well accepted, strengthened fraud control measures that achieve
greater security by providing additional
points of comparison between checks presented and checks issued.
Today more than ever, companies are
looking for ways to decrease expenses,
LiViÊÀiÊivwViÌÊ>`ÊÀi`ÕViÊvÀ>Õ`°Ê
For this reason, many corporations are now
looking closely at their payments strategies.
iÃÌÊ«À>VÌViÊÕÌÃÕÀVi`Ê«>ÞiÌÊÃÕÌÃÊ
assist organizations in their fraud prevention strategies by implementing less manual
processes that are also more transparent.
Ì iÀÊ«ÀÌ>ÌÊLiiwÌÊÌ >ÌÊ>ÊÕÌsourced solution can bring is the ability
to transition corporate accounts payable
`ÃLÕÀÃiiÌÃÊ>Ü>ÞÊvÀÊÌ iÊivwVicies surrounding paper checks and manual
processing. In addition to decreasing costs,
improving transparency and minimizing
fraud, organizations that outsource their
payment processing free themselves of this
cumbersome task, allowing them to better
focus on their core competencies. S
Matthew Dragiff is the Director of Product
Management for AvantGard Payment Services
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